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• Point cloud models widely used in
autonomous driving

• Autonomous driving has shown
vulnerable to adversarial perturbations
– Not only ℓ!-bounded perturbations, but

also semantic attacks
• We propose TPC framework that
boosts certified robustness of large
point cloud models against various
semantic attacks 2

Robustness Vulnerabilities

Simulation shows a
rotated car cannot be 
detected.
Green: car detected Red: car not
detected



Background: Randomized Smoothing

• Idea: add random noise to a base classifier
– The smoothed classifier has easy-to-compute robustness certification

Image source: [Cohen et al. 2019] 3



• Adversary: applies parameterized transformations to point clouds

• Transformation 
• Including: rotation, twist, shear, taper, Lp norm noise, etc.

Threat Model
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Transformation Taxonomy

Transformations                            fall into three categories:
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Transformation Taxonomy

Transformations                            fall into three categories:
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Certification Strategy

• Additive

• Composable
– e.g., Linear transformations, 
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Certification Strategy

• Indirectly composable
– Draw N samples       from the parameter space

– Check that                 for each transformed point cloud

– Interpolation error

– Guaranteed to be robust if
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Empirical Results

Dataset: ModelNet40 [Wu et al. 2015]
Architecture: PointNet [Qi et al. 2017]
Baseline: DeepG3D [Lorenz et al. 2021]
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• Robustness certification for randomized smoothing

Summary

DSRSTPC

• Theoretically tight certification
against ℓ! perturbations

• For arbitrary classifiers
• Core idea: double sampling

• Significantly tighter certification
against semantic perturbations

• For large-scale point cloud models
• Core idea: transformation-specific 

smoothing

Paper: arxiv.org/abs/2206.07912
Code & Model & Data: github.com/llylly/DSRS
Poster: Hall E 213 (6:30 – 8:30 PM Today)

Paper: https://arxiv.org/abs/2201.12733
Code & Model & Data:
github.com/Qianhewu/Point-Cloud-Smoothing
Poster: Hall E 211 (6:30 – 8:30 PM Today)
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