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• Adversary can manipulate point clouds by semantic transformations.
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Parameterized transformations:

Goals
• Provide certified robustness conditions for point cloud classifiers against 

various semantic transformation attacks.

• Design concrete defense strategies and certification protocols for different 
transformation attacks based on randomized smoothing.

Semantic transformation attacks:

Given a point cloud classifier
For a specific types of transformation,                                        ,

find a subset of parameters , such that, 

Transformation specific smoothed classifier

Definition 1 (Transformation Specific Smoothed Classifier) Suppose we have a base 

classifier . For a given semantic transformation                                         and a 

random variable      in the parameter space, the transformation specific smoothed 

classifier for this transformation is defined as

We categorize transformations into three classes based on composition property

1. Additive:  

2. Composable:

3. Indirectly composable: there exists a composable transformation

such that              ,   there exists a function with

Certification goals:

Concrete certification protocols

Intuition 1: Additive transformations can be certified following the same protocol as 

that of additive noises. Suppose the class probability of the smoothed classifier 

satisfies The classifier is guaranteed to be 

robust if

Intuition 2: The above does not hold for composable but not additive transformations. We 

take linear transformations as an example:

We guarantee the robustness of the smoothed classifier when 

Intuition 3: For indirectly composable transformations, we draw multiple samples in the 

parameter space and certify the neighbor areas of these samples by adding additive noise. 

These small certified areas are combined to cover a larger parameter space. 

Certification Pipeline: 

• Bound the interpolation error

• Guaranteed to be robust if

• We evaluate our TPC method on ModelNet40 dataset, using a model with 

PointNet architecture.

• Metric: certified accuracy, defined by the fraction of point clouds that are 

classified both correctly and consistently within certain transformation space.

• Our TPC method scales up well to large point clouds. The certified accuracy 

increases as the number of points increases.
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