TPC: Transformation Specific Smoothing for Point Cloud Models

Wenda Chu’, Linyi Li?, Bo Li?
"Tsinghua University 2University of lllinois Urbana-Champaign

UNIVERSITY OF

ILLINOIS

URBANA-CHAMPAIGN

Threat Model TPC Framework Overview Numerical Results
Car
Semantic transformation attacks: N .  tion:
T ormal Point Prediction: @ . : :
* Adversary can manipulate point clouds by semantic transformations. _ . ‘*ﬁA{ Cloud Model ]_’ Table We evaluate our TPC method on ModelNet40 dataset, using a model with
Point Parameter ” PointNet architecture.
cloud space O ~ N A Guarantee: , . , , ,
. . g Transformation- S TPC Point TPC for any rotation * Metric: certified accuracy, defined by the fraction of point clouds that are
Parameterized transformations: ¢ : X X Z2 — X Specific  _-w | Cloud | Certification —»  with5°
Smoothing o Model Method prediction is Car classified both correctly and consistently within certain transformation space.
, | Strate JCE—)\ . o
v, RoOtation £ o i :? — \ /N / @  Our TPC method scales up well to large point clouds. The certified accuracy
TPC Framework increases as the number of points increases.
GOB'S ‘ _ . Certified Accuracy (%)
, N N , N , Transformation specific smoothed classifier Transformation. - Attack radius = =1 3D
* Provide certified robustness conditions for point cloud classifiers against 5 S14 oL6
. . . Z.Y X-rotati o ’ )
various semantic transformation attacks. Definition 1 (Transformation Specific Smoothed Classifier) Suppose we have a base s 69.2 49.6
5° 78.5 -
° DESign concrete defense Strategies and certification prOtOCOIS for different classifier h : X — y . For a given semantic transformation q5 : X X Z —> X and a General rotation }(5)2 ggg ]
transformation attacks based on randomized smoothing. _ . . - 50° 84'2 -
random variable € in the parameter space, the transformation specific smoothed 7 rotation 60° 838 210
Certification goals: 180° 81.3
. _ 8 N classifier for this transformation is defined as 0.03 S3.4 593
Given a point cloud classifier h; X — 3 g(w;€) = arg max q(y|e, €) = arg max E. (p(y| ¢(x, ))) S -
For a specific types of transformation, ¢ : X X Z2 — &, yey yey 20° 3.8 03
oo . Z-twist 60° 80.1 -
find a subset of parameters Zrobust & 2 | such that, Concrete certification protocols 180° 64.3 :
... . : . : 0.1 78.1 69.0
h(qb(a:, Z)) - h(ac), Ve e X, 2 € Zohust Intuition 1: Additive transformations can be certified following the same protocol as Z-taper 0.2 76.5 23.9
0.5 66.0 i
) that of additive noises. Suppose the class probability of the smoothed classifier Lincar 0.1 74.0 -
Transformation Taxonomy 02 59.9 :
satisfies q(ya|z,€) > pa > pp > max q(y|z, €). The classifier is guaranteed to be st o 20°, 1° 78.9 13.8
We categorize transformations into three classes based on composition property o Z-rotation 20,5 78.5 -
: ~1 ~1 50°, 5 76.9 i
- robust if |a|[2 < 5((1) (pa) — P (pB)),a € Z. .
1. additive:  @(P(2, ), B) = ¢(z,a + B) Zupero — OL1T 761 582
Intuition 2: The above does not hold for composable but not additive transformations. We e ‘
2. Composable:  P(P(z, ), B) = d(z,7a(B)) il CZrowion T 20°021° 634 46
, , _ take linear transformations as an example: ¢(z,a) = (I +a)z, a R
3. Indirectly composable: there exists a composable transformation
o[ | 89.4 "82'8 90;5.
Y X x Zy — X such that Vo € X there exists a function §, : Z x Z — Z,, with We guarantee the robustness of the sm:g;h?c(jﬁil)as_sglelr(\ivieﬁnA)) ” 83.2 Mﬁ “n _ 846 gg
80

78.4
70 A

B(z,0) = Y(¢(x, B), 0 (a, B)), Vo, B € Z, T R Rl

__ Shear(0.5,0. - »
B o ) e R ) S
: ’:-“‘r‘! . - ‘i‘ - along ,*5‘ PN
1,v3-2,1) ©
1. Rotate(z,30°) )
" @@ 2. Rotate(x,30°)

o N % sy 60 |
:}“3 N\ —) £ )
1. Shear(0.2,0.3)
;‘§,': 3 ;:_s :,‘} “‘;‘, 3‘:}\: o

Intuition 3: For indirectly composable transformations, we draw multiple samples in the

',;
Difference:
(60%22%x,02%22%y,0)
where 6 = 0.3

o 2. Taper(0.3) , parameter space and certify the neighbor areas of these samples by adding additive noise. —*— Baseline, rotation 3
[ m— 404 —— TPC, rotation 3°

These small certified areas are combined to cover a larger parameter space. —*— TPC, rotation 180"

Certified Accuracy (%)

50 A

(a) Addltlve (b) Composable (C) IndlreCtly Composable %0 1I6 3I2 6I4 12IB 256 5]I.2 10I24
; Certification Pipeline: num points
Indirectly Composable . Z-taper _ _ | |
Composable * Bound the interpolation error Mgz = max 1r£r;1£r}v/\/l(a,ai) @' 1
it o L] * Z-twist x = max min ||¢(z,a) — ¢(z, a; P AT L S
Additive | Linear S S nax min |[¢(z, a) — ¢z, )] ;iL . d ~ T '
* Z-rotation * Z-twist . General  Guaranteed to be robust if : '°%_
- rotation 2 aPerx o (o1 () _ 1) L
* Z-shear * Z-twist x OLaUON 7 twist x Mz < 5 11213\[((1’ (P, ) — 2 (p3 ))

Z-rotation Z-rotation



